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IRONPORT QUICK START GUIDE
Giving You More Control Over Your E-mail and Spam  

UNDERSTANDING SPAM FILTERING ON CAMPUS
Every day UW-W servers receive over a million e-mail messages. A vast 
majority (98%) of these are spam or phishing messages: unsolicited com-
mercial promotions, fraudulent requests for your personal information, 
or links to web sites that attempt to infect your computer with viruses. 
Every day, UW-W e-mail system effectively blocks all messages that 
unequivocally belong in this category.

However, there are messages that fall within a gray area: in a diverse 
environment such as a university campus, different people communicate 
differently, and a message that you consider spam, might be a useful 
communication for someone else (for example, a weekly Barnes & Noble 
newsletter with a discount coupon, or a notification about a newly pub-
lished book from an academic publisher).

To give you more control over your e-mail, and more flexibility in decid-
ing what does, and what does not constitute spam for you, iCIT is now 
introducing IronPort.

HOW IRONPORT WORKS & WHAT YOU NEED TO DO
When IronPort receives messages that might be spam, it puts them in 
quarantine, and sends you an  IronPort Spam Quarantine Notification 
e-mail (Figure 1), with a list and preview of subject lines of suspicious, 
quarantined messages. If you decide that the messages on the list are 
indeed spam, you don’t need to do anything - all quarantined messages 
will be automatically deleted after 14 days.
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Figure 1: IronPort Spam Quarantine 
Notification e-mail. 

THE  ULT IMATE  EMAIL  

SECURITY  SYSTEM FOR  

THE  WORLD ’S  MOST  

DEMANDING  NETWORKS .

I r o n P o r t  E M A I L  S E C U r I t Y  A P P L I A n C E S

As the battle to protect the email perimeter 
continues, two predominant trends emerge: 
higher mail volumes and more resource-
intensive scanning. The IronPort X1050™ 
is purpose-built, on the foundation of the 
IronPort AsyncOS™ operating system, to 
provide power for today’s volumes and high-
performance scanning for tomorrow’s threats. 
This unparalleled performance delivers 
dial-tone availability — saving hours of 
productivity and thousands of dollars during 
peak traffic times, such as damaging virus 
outbreaks or spam attacks.

The world’s largest organizations and ISPs 
need a secure and easy-to-manage email 
security solution that protects all facets of 
their complex email infrastructures. The 
IronPort X1050 provides IronPort’s exclusive 
preventive filters and signature-based reactive 
filters, combined with data loss prevention 
(DLP) and best-of-breed encryption 
technology, to provide the highest level 
of email security available today — while 
delivering unprecedented visibility and 
management tools.

IronPort X1050 Email Security System 

O v e r v i e w 

The IronPort X1050 provides the world’s 
most powerful multi-layered approach to 
email security.

 

Spam protection

IronPort® provides defense in depth against 
spam by providing two layers of protection 
— a preventive layer of reputation filters, 
followed by reactive filters.

ironport reputation Filters™ provide an outer 
layer of defense using IronPort’s SenderBase® 
data to perform a real-time email traffic 
threat assessment and identify suspicious 
email senders.

ironport anti-Spam™ Filters utilize the 
industry’s most innovative approach to 
threat detection, based on IronPort’s unique 
Context Adaptive Scanning Engine™ (CASE).  

IronPort’s CASE examines the complete con-
text of a message, including: “What” content 
the message contains, “How” the message is 
constructed, “Who” is sending the message, 
and “Where” the call to action of the mes-
sage takes you. By combining these elements, 
IronPort Anti-Spam stops the broadest range 
of threats with industry-leading accuracy.

the ironport Spam Quarantine™ is a self- 
service end-user solution, with an easy to use 
Web or email-based interface. This feature 
provides end-users with their own safe hold-
ing area for spam messages and integrates 
seamlessly with existing directory and mail 
systems.

 

f e at u r e s
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If you’d like to receive any of the quarantined messages, and they are not 
spam, you have a choice of two options:

> 1	 First, in the e-mail notification, click the Release link in the leftmost 
column, and the message will be released from the quarantine, and 
delivered to your mailbox immediately.

> 2	 Second alternative is useful if the quarantined messages come from a 
sender from whom you expect to receive communications on a regu-
lar basis. You can release the message from quarantine and simulta-
neously add the sender to your Safelist, which means that any future 
e-mails from this sender will be delivered directly to your mailbox, 
and will not be quarantined.

To release a message from quarantine, and simultaneously add the sender to 
your Safelist: 

> 1	 Instead of clicking the links in your notification e-mail, open your 
web browser (Internet Explorer or FireFox), and go to the UW-W Iron-
Port login page, at https://fe.uww.edu:83. 

> 2	 Log-in with your Net-ID. Spam Quarantine screen loads, with a list of 
all currently quarantined messages (Figure 2). 

> 3	 In the leftmost column of the table, click the check box to select the 
sender (or several check boxes, to select multiple senders) that you 

want to add to your Safelist.

> 4	 Next, from the Select Action drop-down 
menu, select  Release and Add to Safelist..., and 
then click the Submit button. IronPort will ask you 
to confirm your choice to release the message from 
quarantine (Figure 3), and once you do, will display a 
confirmation that the message was released, and the 
sender has been added to your Safelist. 

Now, any future e-mails from this sender will be 
delivered to your mailbox. 

More Information about IronPort
Additional, detailed instructions on how to use IronPort, and manage your 
quarantined messages and Safelist, beyond the example  explained above, is 
included in the help file available online at:  
 
https://fe.uww.edu:83/help/enduser_help. 

Figure 3 (below): IronPort  asks you to confirm 
before messages  are released from quarantine.

Figure 2 (below): Spam Quarantine screen.


