[image: UW-Whitewater logo]

Export Controls Technology Control Plan
UWW Procedure 734.B
Original Issuance Date: 
1. Purpose
The purpose of this Technology Control Plan (TCP) is to prevent unauthorized access by foreign nationals to technology controlled for export under the International Traffic in Arms Regulations (ITAR) or the Export Administration Regulations (EAR). This TCP sets forth the security measures the department, principal investigator, and project personnel agree to implement in the performance of this project to prevent unauthorized foreign persons from gaining access to controlled technologies.
Please complete this form below and return to ORSP.

1) Primary Responsible Party (Principal Investigator):
PI(s):
Department:
Phone:	Email:
PI Signature:	Date:
2) Identifying information for project
a) Title of Project/Activity:	[This Technology Control Plan does not cover any materials classified higher than "Controlled Unclassified Information".]
b) Award/Project/Activity ID # (if applicable):
3) Technical Description of Export Controlled Material(s) – Item(s), Technology or Technical Data – to Be Received and/or Used:
4) Description of the Item, Technology or Technical Data:
The nature of the controlled item, technology or technical data is as follows:
[Identify the item, technology or technical data that is subject to the export control laws. Include a summary of the project with sufficient detail to explain the nature of the controlled technology and how it will be used or developed in the performance of this project. Include the relevant ECCN number and/or ITAR classification and other available identifying information for the controlled technology (e.g., equipment manufacturer/model numbers, name/ version of controlled software].
5) Physical Security Plan: Project data and/or materials must be physically shielded from observation by unauthorized individuals by operating in secured laboratory spaces, or during secure time blocks when observation by unauthorized persons is prevented. This would pertain to laboratory management of “work-in-progress.”
a. Location (describe the physical location of each sensitive technology/item including building and room numbers. A schematic of the immediate location recommended): 	






b. Physical Security: (provide a description of your physical security plan designed to protect the item/technology from unauthorized access, i.e., secure doors, limited access, security badges, locked desks or cabinets, secure computers, etc.):






c. Item Storage: Both soft and hard copy data, notebooks, reports, and research materials are stored in locked cabinets; preferably in rooms with key-controlled access. Equipment or internal components and associated operating manuals and schematic diagrams containing “export-controlled” technology are to be physically secured from unauthorized access. Describe how storage security will be ensured: 	



d. Markings: Whenever possible export-controlled items should be clearly marked with an appropriate warning, for example: Warning – This contains export controlled technical data. Access or dissemination in violation of the ITAR and/or EAR may result in severe administrative (institutional) and criminal (individual) penalties. When physical space is limited, an abbreviated warning may be used, for example Export Controlled – Restricted. Describe the markings or warnings that will be placed on export-controlled items and information or explain why they are not practical or possible. 	







6) Information Security Plan:
Please provide an outline of additional measures that will be taken to ensure information access controls including use of passwords and encryption protection for that data are applied to all controlled information. The data discard policy and relevant information technology policies and procedures should be included, as well as other plans for controlling access to controlled information. These procedures should address system backup and who will have access, how computers on which controlled information will be stored will be sanitized upon completion of the project, and other procedures to provide necessary security. Any use of laptops for storage of export-controlled information must be justified and will only be approved with additional security measures.
a. List all IT resources (computers, servers, systems, etc.) that will be used to store or process export-controlled items and information:	



b. List all individuals with administrative access to IT resources who are not project personnel:	




c. IT security Plan (describe in detail your security plan, i.e., password access, firewall protection plans, encryption, etc.): 	




d. Verification of technology/item authorization (describe how you are going to manage security on export-controlled materials in the case of terminated employees, individuals working on projects, etc.):




e. Conversation Security (Discussions about the project or work product are limited to the identified contributing investigators and are held only in areas where unauthorized personnel are not present. Discussions with third party subcontractors are only to be conducted undersigned agreements that fully respect the non-U.S. citizen limitations for such disclosures.) Describe your plan for protecting export-controlled information in conversations:   





f. Data storage and transmission: External portable hard drives or flash drives, rather than shared central servers, are recommended for data storage provided physical storage is employed when they are not in use. Drives and devices used to store export-controlled items and information must be secured by encryption and password protection. For data storage on drives with network access or backup servers, the export-control items and information must be secured by encryption and password protection. Email may not be used for the transfer of export-controlled items or information subject to ITAR or EAR. A secure file transfer method is preferred to transfer export-controlled items and information in electronic format. Note: Emailing export-controlled items or information subject to control regimes other than the EAR and ITAR will be considered on a case by-case basis but is not authorized unless specified below; when authorized to use mail, the sender is responsible for ensuring that the recipient is physically present in the U.S. at the time of transfer.
· Describe any project specific security methods or procedures that will be employed for data storage and transmission:




7) Project Personnel (clearly identify every person (including their country of citizenship) who may have authorized access to the controlled technology / item.
Name and Citizenship: Click or tap here to enter text.
Name and Citizenship: Click or tap here to enter text.
Name and Citizenship: Click or tap here to enter text. Name and Citizenship: Click or tap here to enter text. Name and Citizenship: Click or tap here to enter text. Name and Citizenship: Click or tap here to enter text. Name and Citizenship: Click or tap here to enter text. Name and Citizenship: Click or tap here to enter text.

8) Personnel Screening Procedures: At a minimum, all persons that may have access to export-controlled materials or data must be listed on the TCP and screened against US government restricted persons/entities lists. Screening will be completed by the Office of Research and Sponsored Programs, or their designee. For more information on the screening process please contact the ECO.
Screening Results: Click or tap here to enter text.
All personnel assigned to this project and all visitors afforded access to controlled information or technology must be screened against the U.S. Government’s denied parties lists prior to being afforded such access.
Documentation of screening results will be provided by the Office of Research and Sponsored Programs. This TCP shall be amended if personnel changes occur.
9) Travel
Computers or any electronic devices, such as portable USB drives, containing ITAR/EAR data cannot leave the United States without prior approval of the Office of Research and Sponsored Programs. It may be necessary to obtain an export license for such cases, which can take ninety (90) days or more.
Project Personnel travelling outside the United States with a laptop which may contain export-controlled materials are required to receive additional training. The Office of Research and Sponsored Programs must be contacted thirty (30) days in advance of any anticipated international travel to ensure appropriate training.
NOTE – If a license is necessary to carry the computer to the foreign country, thirty (30) days will not be enough time to obtain a license.
10) Training and Awareness
All personnel with access to export-controlled technology or information will be briefed on this Technology Control Plan and must certify their understanding of the TCP by signing the “Certification” page below.

Additional export control training may be required by the Office of Research and Sponsored Programs on a case-by-case basis.
11) Ongoing Compliance Assessments
The Office of Research and Sponsored Programs may conduct periodic reviews and/or training to assess or improve compliance with the TCP. Any changes to procedures or personnel identified in this TCP must be approved in advance by the Office of Research and Sponsored Programs. Contact the Office of Research and Sponsored Programs with questions or concerns at ORSP@UWW.edu.
12) Project Termination
The obligations of this TCP continue as long as the technology/information remains in the University’s possession. Disposition of export-controlled items, equipment or information should be coordinated with the Office of Research and Sponsored Programs. All records pertaining to the export-controlled technologies/information will be retained in accordance with university policy and all applicable federal regulations.
13) TCP Annual Review
All TCPs must be reviewed by the PI on a periodic basis, at a minimum, annually. This review includes ensuring that all sections of the TCP are up to date. Any changes to personnel or control measures must be reported to the Office of Research and Sponsored Programs and a revised TCP developed.

CERTIFICATION:

PI SIGNATURE:
This is to acknowledge that I, the Principal Investigator, have read and understand the Technology Control Plan for the stated project. I agree to update this Technology Control Plan as required and as personnel are added to or deleted from this project.
Submitted by:			
Printed Name Date
Signature: 	


PROJECT PERSONNEL SIGNATURE(S):

This is to acknowledge that I have read and understand the Technology Control Plan for the stated project. I have discussed the procedures with the PI and I agree to follow all of the procedures contained in the Technology Control Plan. If I have any questions about this Technology Control Plan, its requirements, or following any procedure, I will contact the PI for advice before proceeding.
Signature:	Title
	


Printed Name: 	 Date: 	


Signature:	Title
	


Printed Name: 	 Date: 	


Signature:	Title
	


Printed Name: 	 Date: 	


Signature:	Title
	


Printed Name: 	 Date: 	


Approved by:


Signature:	Title: Office of Research and Sponsored Programs

Printed Name:	Date:
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